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Definicion SDR

Joseph Mitola — No seu traballo sobre radio cognitiva (1991), acunaba o termo SDR:

“Radios reprogramables ou reconfigurables que, sen modificar fisicamente o seu hardware,
poden desempenar distintas funcions en diferentes instantes de tempo.

A seleccion dunha ou outra funcionalidade pddese realizar mediante software.”

www.gradiant.org ’




Clasificacion Radios Software

Wireless Innovation Forum (SDR Forum):

W = O

Nombre

Hardware Radio
Software Controlled Radio
Software Defined Radio
ldeal Software Radio
Ultimate Software Radio

Siglas
HR
SCR
SDR
ISR
USR

Bluetooth,

Y ZigBee

Il

11
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Clasificacion Radios Software

Wireless Innovation Forum (SDR Forum):

Nombre Siglas 1 DDX?B
0 Hardware Radio HR B e o
1 Software Controlled Radio SCR |
2 Software Defined Radio SDR - =
3 ldeal Software Radio ISR m
4 Ultimate Software Radio USR ) ZigBee
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Plataformas SDR - Uso profesional
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Ettus USRP B2xXx
~800 €

uSD

matchst

X GPS

X

PicoZed SDR Matchstiq
~500 € > 7.000 €
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SDR - Pros & Cons

* Flexibilidade

* Multifuncionalidade

» Compatibilidade/Actualizacion
» Portabilidade

 Tempo y custo de desarrollo

* Custo
* Curva de aprendizaxe media/alta

e Comunidade de desarrolladores
amateur peguena

* Moitas veces HW/FW propietario

www.gradiant.org ’




9) RTL-SDR (-




RTL-SDR

Orixinalmente fabricouse un dongle USB para a recepcidon e decodificacion do TDT en Europa:

'a

iTh iz Formado principalmente por dous chips:
) | 31 ;:_fo e 3  Sintonizador de 60 a 1700 MHz: E4000.
LR e R B -  Demodulador DVB-T COFDM: RTL2832U.

' “;'l:‘g RV S
| erow -T2 £305905

SN

-

s _ & % 2 K ’“..'.," iz i -
=N EZTU668 1 1 5 '- 'E:Ei! " ---:‘?. e R AT R LSS R W X

R

RF in Tuner 7bit Analog to Digital samples out

Antti Palosaari, no 2011, descubriu que era posible acceder directamente as mostras |/Q do chip
RTL2832U, o que permitiria converter este sintonizador de TDT nunha SDR de banda ancha.

Este descubrimento supuxo un gran avance no ambito da radio amateur, xa que podianse conseguir
estos dongle USB por apenas 20 $.
www.gradiant.org ’




RTL-SDR
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Dende enton:

* Proliferacion do mercado.

 Amplia popularidade.

 Democratizacion do acceso O espectro radio.

* Gran numero de aplicacions.

* Maior cantidade de software libre neste ambito.

* Aparicion de comunidades especificas: www.rtl-sdr.com

www.gradiant.org ’




Plataformas SDR — Uso amateur

RTL-SDR Pluto SDR

~20 € ~85 €
HackRF One

LimeSDR mini ~250 €

~130 €

www.gradiant.org ’



RTL-SDR - Usos

I\

Podes: 7 "Non deberias” trolear:
* Analizar o espectro e Jamming
* Reclibir todo tipo de sinais e * Sniffing

decodificar protocolos abertos
(GPS, radio AM/FM, etc)

 Transmitir en bandas non
licenciadas (ISM) * Hijacking

» Aprender (uso educativo): SDR, * Reverse engineering
RF, procesado de sinal, etc.

» Spoofing
* Replay attacks

e Transmitir en bandas licenciadas

www.gradiant.org ’




RTL-SDR — Analizador de espectro
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SIGIDWIKI
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https://www.sigidwiki.com/wiki/Signal_ldentification_Guide
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RTL-SDR — sigidwiki (sinais identificadas)
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RTL-SDR - receptor ADS-B (“radar aeronautico”)
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RTL-SDR - receptor AIS (“radar maritimo”)
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Exemplos de aplicacions

Sniffing de informacion de pagers de hospitais, ambulancias, bombeiros:

15360450
1960308

1234567
1234567

INTERPAGE 1126489

& )

Dr. Smith Mrs. Robb
ISin Rm# 17

1120145

1123017

1120547

1140083

1234567
Address

Time Date

Mode

Type

Bitrate

B PDW 3.1 - POCSAG-1200 || B | |
File Edit Interface Options Filters Display Monitor Character 5et  Help

2 DDDho e Bel 2 = e L
Address Time Date Mode Type | Bitrate| Monitored Messages 100%

2 MOHNOE 25-MAY-13 18:53 Che=zt pain #

MONDE 25-MAY-13 18:53

log7
ioa7

TEST PERIODIC PACGE SEQUENTIAL HNUMBEE
TEST PEEIODIC PACE SEQUENTIAL HUMBEE

CITY2 Job # 1224-1-2013/0 Responded: 18:18 Located:

18:55

8 Destination:

Subk Minor Alarm

PEEIODTIC PACE SEQUENTIAL HUMBEE 7119

zohe 4 big garage buglary alarm

CHMOHE: UTAEO3IZ0 to Hidse Med Frm:x7410 kEth

Tnit: 17:-853

Located:

CTYZ21l Job # 1051-1-2013/0 Responded:

THIS IS & TEST PERIODIC PACGE SEQUENTIAL HUMBEER e
Filtered Meszages

https://www.rtl-sdr.com/exposing-hospital-pager-privacy-breaches/
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Exemplos de aplicacions

Replay attacks sobre distintos dispositivos inalambricos:

Wireless AC
Switch

Wireless lightbulb  wjreless door

bell/alarm
Raspberry Pi 3

w/ wire antenna

Wireless 12V
- Relay
LT

o
L9

less

A
gl

https://www.rtl-sdr.com/tutorial-replay-attacks-with-an-rtl-sdr-raspberry-pi-and-rpitx/ WWW gradia nt.org




Exemplos de aplicacions &

Jamming + Replay attack para abrir coches:

402.007MHz
-26.59dB

Our listen window ——p

Jammer —p
Receive Window 4¥—)

[; veleman V| 1.0
Mono, 37500Hz
32-bit float 0.5-

(e | sob | ALALAIV A Al | al e

= . |o. T T T 9w OIS W UL

o 0/1{1/0|10(1|0|1

-1.0

https://andrewmohawk.com/2016/02/05/bypassing-rolling-code-systems/ www.gradiant.org ’



Thinking outside the box

Deteccion de metais mediante radar de penetracion terrestre (GPR]): E

Lt Al Lo AR Y P IE oy | .
AR Lt VY TN TE U B . ARTAIR

B L et e Y e S R R L U
IVE A AR PN 0 B A S Pnn A O R Y ol /‘ Wil N A o 250 A ) Wy 1
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} % | tN\V HA\t-, ,'-s'a Y m'v),‘\, W s A e g,.,r‘ P n,‘”o & Y e .'r..
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o WA ~" '/ A ETOR AL O J W ’)' W"’ ‘.r'.’..'u...‘.r Jo0 oty

https://www.rtl-sdr.com/an-rtl-sdr-based-ground-penetrating-radar-metal-detector/ www.gradiant.org ’



Thinking outside the box

Tempest (eavesdropping) dunha pantalla de ordenador:

(Y ——

5\

- .
o T v’nqum‘.

https://www.rtl-sdr.com/tempestsdr-a-sdr-tool-for-eavesdropping-on-computer-screens-via-unintentionally-radiated-rf/ www.gradiant.org ’



Resumen SDR

Signal replay

Signal monitoring

RTL-SDR 433/315 Remote Control

HackRF

signal jamming

Signal enumeration

?IadeRF HardWare SMS Sniffing
e YateBTS
PlutoSDR GSM e——
Ettus USRP e
HOSRE Base Station Communication 3G OpenBTS-UTM
SDRConsole P
Pothos SDR Win - —
SDRSharp SDR
CubicSDR World Scenes OAl
= 5G OpenAirinterface5G
SDRangelLove o
£ Linux SoftWare ADB-S
Pothos SDR
Daily Communication GPS

GNURadio =

GQRX

. Weather Satellite
CubicSD —
R Mac OSX WiFi
GNURadio BT. BLE

el e
Pothos SDR \é\:g? O%sg; Communication ~i0Bee
LoRa
Z-Wave
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) Usos profesionais (¢
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¢, Por que SDR?

Custo

Facilidade
de deseno

Flexibilidade

Rendemento

Consumo

Tempo de
mercado

Aplicacidons profesionais (non de
consumo, p.e. defensa) => custo e
CONSUMO NoN sSon Criticos

Produtos con tempos de obsolescencia
reducidos (por exemplo telefonia]

Tempos de desenrolo rapidos =>
Aprendizaxe

Prototipos => Funcionalidade fronte a
custo/consumo

|+D => Flexibilidade fronte a
custo/consumo

www.gradiant.org ’




Recursos Gradiant

oP\© Q
® e - Ettus USRP : Ettus USRP
BES Q5 10 S S
N e - esef‘:;‘f:‘\,.uw . . N 2 1 O
- IR e B200mini

Ettus USRP
E310

PicoZed SDR

Outras plataformas: E110, B210, B100, FPGA (con softcores) + ADCs

www.gradiant.org




Test e medida — Deteccidon e Identificacion automatica de sinais
(Interferencias)

0.175

0.150

0.125

0.100

0.075

0.050

0.025

0.000
10045

L0050 10055

10060 10065 10070

le8

-110

0.175

0.150

0.125

0.100

0.075

0.050

0.025

0.000

1.750

1.755

1.760
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1.770
le9

- —60

—-100

-120

—-140

-160

0.035

0.030

0.025

0.020

0.015

0.010

0.005

0.000

2.345

WL Y

e Ill RIS 15
L

it )

e m -r:'m
llll?l' = A (8|

i
R A
[T

-m-xuv

luH ln ILI

2.350 2.355 2.360
le9
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Deteccion e identificacion de drons

)

e

Identification
of drones

(1
=

identification of
remote controls
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Test e medida — Radioaxudas para a navegacion aérea

e

w
B.: g ;
-nu!’=!=lg F :: = -|=

s —"n“’lt—u

-

e
- T - W —g— -
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dBm

dBm

100 o R T S B B ] Fo o R TR R R RSy e ey T S—— T ————
50 : . | e e
ol—... NS U NN DN DN NN NN i .
B ciov-oc R T . R N B . . .. oo oo csanmipmrmionpirsisos s R DI =i 3o i P s BN s s msinamivaesssnapisineacayasbininonbinsaosio NI . oococsoinsm i oo LN R S M AN RSN SSAES
-100

Radio cognitiva — Aproveitamento dos espazos brancos do espectro

UHF Channel Power (Spectral probe measurement)

UHF Available Channel Power (Geolocation Database)

Free TV channels

21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 AR W
Channel
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Comunicacions maritimas — AlS

VEREIGN LADY S51°16.692'N 002°28 44 7w
O

www.gradiant.org



Comunicacions maritimas — Novo estandar VDES

www.gradiant.org




Comunicacions satelitals
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Comunicacions satelitais — Enlace de comunicacions para UAV
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Comunicacions satelitals — Coche conectado
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Enlaces de comunicacions robustos (FHSS)
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Estacion base GSM
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GPS spoofing
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